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Abstract. The methodology of «AttackDetectionLANy for the formation of professional and
subject competencies of applicants for the degree «Bachelory in the specialty « Cybersecurityy in
the course assignment in the discipline «Local Networksy is proposed: 1) obtaining an idea of the
network categories of attacks and the corresponding network classes of attacks, 2) configuration of
a multilayer neural network to detect network attacks; 3) creation of a neural model in accordance
with the composite structure using the selected neuropackage,; 4) on the basis of an open NSL-KDD
database, preparation of samples for training and testing of the created neural network; 5)
determination of the optimal parameters of the created neural network.
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Anomauia. 3anpononosana memoouxa «AttackDetectionLAN» wo0o gopmyeanns gaxosux
ma npeoMemHuUx KOMnemeHmHOcmel 3000y8auie cmyneHs  «0aKaiagp»  CneyiaibHOCMi
«Kibepbesnexay npu 6ukoHawHi KYpco6020 3a80aHHs 3 oucyuniinu «Jloxanvni mepeosciy: 1)
OMPUMAHHS VAGIIEHHSI NPO Mepedcesl Kame2opii amax ma GIiON08IOHI 00 HUX Mepedcesi Kiacu
amax;, 2) ckiadamHs Kou@icypayii 6acamowaposoi HeupoHHOI Mepedxici w000 BUSBIeHHS.
Mepedxcesux amax, 3) CMBOPeHHS HEeUPOHHOI MoOeli 8i0N0GIOHO 00 CKIAOeHOi CMpYKmypu 3a
donomoeor obpanoco ueuponaxemy, 4) na ocnogi 8iokpumoi 6azu danux NSL-KDD niocomoska
BUOIPOK  OJIs1 HABYAHHS MA MECMYBAHHA CMBOPEHOI HeUpOHHOI Mepexci; 5) 6usHauenHs
ONMUMANLHUX NAPAMEMPI8 CIMBOPEHOI HEUPOHHOI MePEeXC.

Knwuosi cnosa: romnemenmuicmov, Kypcose 3A80aHHSA, Mepedcesa amaxd, HeupoHHA
Mepedica, Koughieypayis, 8ubipka, pyHKYis akmueayii, a1copumm HA84AaHHs, NOXUOKA.

Entry

Statement of the problem. The current state in the world, which is associated
with the spread of infected diseases and military events that threaten the lives of
applicants, has led to the use of blended learning, in particular in the discipline
«Local Networks», as well as the formation of relevant professional and subject
competencies in applicants for a bachelor's degree under such difficult conditions of
our time, which confirms the relevance of the topic.

Analysis of the latest research. Competency assessment is the subject of
research by many scientists. It is important to identify, analyze and summarize the
experience of EU countries, important international organizations and initiatives
(UNESCO, ECDL, MICROSOFT, INTEL, etc.), as well as comparability for modern

Ukrainian education in international studies of the quality of education (PISA,
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TIMSS, PEARLS) [1]. The analysis of recent studies and publications revealed the
following: 1) lack of unified information and communication technologies for
teaching in the discipline «Local Networks»; 2) the need for timely detection of
network attacks based on the use of neural network technology; 3) the existence of a
wide range of neuropackages suitable for creating a neural network (NN); 4) features
of Generation Z, and became the basis for the development of its own methodology.

The aim of the article is to develop the «AttackDetectionLAN» methodology
for the formation of professional and subject competencies in applicants for the
degree of «Bachelor» in the specialty «Cybersecurity» when performing a course
assignment in the discipline «Local Networksy.

General characteristics of the «AttackDetectionL ANy technique. The proposed
«AttackDetectionLAN» technique provides an opportunity for first-degree students in
the discipline «Local Networksy»: to get an idea of the network categories of attacks
and the corresponding network classes of attacks; configure a multilayer NN to detect
network attacks; create an NN according to the composite structure using the selected
neuropackage; based on the NSL-KDD (or KDDCup) database, prepare samples for
training and testing the created NN; investigate the optimal parameters of NN.

Network categories and attack classes. The DoS category is characterized by
generating a large amount of traffic, which leads to server overload and blockage.
The following classes of network attacks are known according to the DoS category:
Back; Land; Neptune; Pod; Smurf; Teardrop. The PROBE network category is aimed
at scanning ports in order to obtain sensitive information. The main network classes
of PROBE attacks are: Ipsweep; Nmap; Portsweep; Satan. The category of R2L
network attacks is characterized by the acquisition of access by an unregistered user
to a computer from a remote computer. The R2L category includes the following
network attack classes: Ftp write; Guess passwd; Imap; Multihop; Phf; Spy;
Warezclient; Warezmaster. U2R network attacks are system attacks in which a
hacker runs a system with a regular user account and tries to exploit vulnerabilities in
the system to gain superuser privileges. The main network classes of U2R attacks are:
Buffer overflow; Loadmodule; Perl; Rootkit.

Multilayer perceptron as the main method. To detect network attacks, it is
advisable to use neural network technology, in particular MLP (Multi Layer
Perceptron). As an example, the MLP structure for detecting network attacks of the
PROBE category is presented (Figure 1).

The first layer of NN has X1... X41 neurons (these are the parameters of network
traffic) [3]. The resulting layer has the following neurons: Y1 — Normal (normal
state: no attack on the local network); Y2 — Nmap-class attack; Y3 — Satan-class
attack; Y4 — Ipsweep-class attack; Y5 — Portsweep-class attack.

Sampling and creation of NN. Based on the NSL-KDD database [3], a sample of
250 examples was compiled (50 examples for each network class and its absence), an
excerpt of which is presented in Table 1 as an example.

With the help of the Toolbox package, MatLAB created the NN configuration 41-
1-20-5, where 41 is the number of neurons of the first layer (network traffic
parameters), 1 is the number of hidden layers, 20 is the number of hidden neurons, 5
is the number of resulting neurons; a hyperbolic tangent is taken as the activation
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function of the hidden layer, and a linear function is taken on the resulting layer.
Created in MatLAB NN, the structure of which is shown in Figure 2; the obtained
results (regression values) on the generated NN are shown in Figure 3.
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Figure 1 — Structure of a MLP [2]

Table 1 — Sample fragment (for first-layer neurons) [2]
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Figure 2 — Structure of the created NN in MatLAB [2]

Determination of optimal NN parameters. On the created NN, an error study
(Mean Square Error, MSE) was carried out with a different number of hidden
neurons (20, 40, 60 and 80) using the following NN learning algorithms: Levenberg-
Marquardt; Bayesian regularization; Scaled Conjugate Gradient) on samples of
different lengths (250, 750, and 1500 examples). It was determined that the smallest
value of the NN error was 0.0071 with 60 hidden neurons according to the
Levenberg-Marquardt learning algorithm on a sample of 1500 examples (300
examples for each network class).

Conference proceedings 19



Technique and technology of the future 2023 October 2023

Training: R=0.9996 e Validation: R=0.97568
[ ] i
% 1 < Data b= 1 < Data |
=] Fit = Fit g
= 0.8 ce Y =T -+ 0.8 ey =T o = 1
-+ - L]
B 06 = 9°
=° S oa :
= o =]
* 0.4 = 0.2 o
n
é 0.2 E. ’ EJ
=3 87"’ o
s LA = T :
0 0.5 1 = 0 0.5 1
Target Target
~ Test: R=0.90729 — All: R=0.982568
-— £ o £
g § 1 [=] FDlztita
::_; ::_5 S Y =T =
= o> 0.5 a8
= s :
a-! g o <
= =]
L ¥
5 == =
= g— 05 [
= =
-05 0 05 1 == -05 0 05 1
Target Target
Figure 3 — Results obtained on NN configuration 41-1-20-5 [2]
Conclusions

1. The proposed methodology of «AttackDetectionLAN» for the formation of
professional and subject competencies in applicants for the degree «Bachelor» in the
specialty «Cybersecurity» in the course assignment in the discipline «Local
Networks»: 1) obtaining an idea of the network categories of attacks and the
corresponding network classes of attacks; 2) configuration of multilayer NN to detect
network attacks; 3) creation of NN in accordance with the composite structure with
the help of the selected neuropackage; 4) on the basis of the open database NSL-
KDD, preparation of samples for training and testing of the created NN; 5)
determination of the optimal parameters of the created NN.

2. Based on the use of the «AttackDetectionLAN» methodology, the applicant
for a bachelor's degree in the specialty «Cybersecurity»: firstly, masters professional
competencies in the specialty «Cybersecurity»; secondly, mastering subject
competencies in the discipline «Local Networksy; thirdly, acquires practical skills in
scientific activities while conducting research on the optimal parameters of the
created model of multilayer NN.
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